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Abstract. One of the major contributions of Web 2.0 to auves is adding the
ease of information sharing and socializing onlibklsers communicate and
exchange with many different websites, resultindange amounts of personal
data being transferred, as many ‘“identity fragniesizread over multiple
services. This fragmentation in personal informagachange makes it difficult
for users to really comprehend, and therefore ofntheir own data. An
envisaged solution to this issue is the deploynwntuser-centric” profile
management systems, where a global profile is beiagaged by the user, and
granted access to for various services. Howevas, iinclear whether, in the
open, complex environment of the Web, where dathaxge can take many
different forms, such an approach would be applé&dh this paper, we present
an experiment using real, large-scale personal &¢éhity data to reconstruct a
global user profile from the many fragments of paad information exchanged
over a period of time. While this demonstrates plo¢ential value of “user-
centric” profile and identity management, it alselgs us identifying new
research issues and challenges that will be fagestith an approach.

1 Introduction

In our daily lives, we interact with different typef people, e.g., colleagues, friends,
family and strangers as well. Usually we manage dbit of interactions well, as each
interaction has its own space and restrictions. &él@y, when it comes to online
interactions, all exchanges happen in one, sirgden space, with known, trusted
websites having the same status as unknown onesdata exchange constantly
occurring, at a pace impossible for us to fully poehend. We refer to this
phenomenon as thfeagmentation of personal data exchangéere many different
“destinations” of the data receive various fragrseof personal information over
time, without a global management and understandfrifpe data. This is currently
the way data exchange happens on the Web, withoobwtonsequences on data
control, ownership and, of course, privacy.

User centric profile management systems deem ta belution to this issue [1].
Current research initiatives in this area considar approach where, instead of
fragments being sent to various destinations, eajlgrofile for the user is



maintained in the system and managed by the userelfi Parts of this profile can be
requested by various websites, with the user bgingn the possibility to control
these accesses and to keep track of them diredthinwthe profile management
system. However this idea has not been tested imealistic environment,
corresponding to actual interactions happeninchenieb. Users send a huge amount
of personal information in small fragments durinteractions with different websites,
through online forms, tweets, Facebook commentstonaatically gathered
information, etc. There is a need to check whether idea of a global profile
management system could be applicable in such gpleanand heterogeneous
environment, and what are the challenges to bedfazeactually realize and deploy
such a system. It is very important to stress uffen fact that we use the term
‘profile’ here in the sense of a collection of pmral data, rather than of a the set of
user interests and preferences as used for examjdg

In this paper, we present results from an experimelying on the actual Web
activity logs collected from a user over a periddime. The idea here was to collect
all the fragments of personal information sent tig tiser during several weeks, and
to try to reconstruct from these fragments a caftegobal profile. Besides requiring
the design of a number of tools, the main contidng of this experiment are, on the
one hand, to demonstrate the feasibility of persoriarmation exchange relying on
the assumption that one, global user profile isdpenaintained by the system, and on
the other hand, to identify the issues and researalienges that we will need to face
to realize such a system.

2 Redated Work

The idea of global user profiles goes back to 18@0s, when generic user modelling
servers and applications were looked at as potesdiation to personalisation issues
[3]. However, they still lack wide acceptance deettie complexity involved in
adapting them from one organisation to anothemtidemanagement shares a thin
boundary with the aspects of personal informatianagement we are looking at.
The most popular approach for “user-centric” idgntnanagement is OpeniD
OpenlD is a protocol that provides a unique ID asleuser to be used over various
services, a given ID being authenticated by a ahddentity provider. It therefore
supports users in reducing the distribution ofrtigentity data. OAuthcoupled with
OpenlD provides secure exchange of data withoalaliing users’ credential to third
party websites.

However, while some attributes of personal infoioratcan be passed through
OpenID, OpenID and OAuth are essentially concerngth the problem of
authentication and leave the management of perdof@mation exchange to the
third party websites being accessed. Going a stepefr, there are a few initiatives to
realize user-centric identity management frameworkecluding Windows
CardSpack LiberryAlliancé, Higgins I-Card, etc. These frameworks provide central

1 http://www.openid.net/
2 http://www.oauth.net/
3 http://www. microsoft.com/windows/products/winfanitardspace/default. mspx




places for storing and managing personal informafi@., profiles), to which external
websites are granted access. In this sense, thaplgawvith our notion of profile
providers. [4, 5] concern flexible user profilesniash up environments. They discuss
frameworks to provide decentralised and domainpeddent user models which can
be used across applications. Morpho [4] facilitdbesinteroperability of user profiles
among various applications, i.e., eliciting a upeofile from one application and
transforming it to be useable by another applicatiGUMF (Grapple user Model
Framework) [5] is focused on e-learning environmadot profile interoperability. [6,
7] also discuss very similar approaches to [4,They consider a framework called
SUPER (Semantic User Profile Management Framewtskpggregate the user
information spread across multiple data silos talei@emantic user profiles. SUPER
is focused on the retail domain. While they stilffer from a number of limitations
(e.g., in iCard based frameworks, personal datdilisfragmented, in the sense that
profile information is “boxed” according to the weites requesting it), a critical issue
for us is that these frameworks are only initialelepment models, which have not
been tested in real-life, open Web scenarios.

FOAF+SSL [8] is an authentication protocol to pd®/isecure exchange of
distributed information. It uses the SSL layer indarn day Web browsers to create a
secure conduit of information between two partidwough the use of Semantic Web
technologies (FOAF), FOAF+SSL goes a step furtheterms of user-centrality: it
allows a user to create his own profile and hosinitself for applications to access
securely. However, while very promising, FOAF+SSLalso in an initial phase of
development and has not been widely adopted yahisnsense, the assumptions on
which it relies have not been validated on realistises.

Here, we realize an experiment to re-constructaball user profile from the
fragments of personal information sent by a real tis a large variety of websites, in
order to test the feasibility of the approachestinerd above. A similar approach of
constructing a user profile from different fragnwems presented in [9], which re-
creates global-user profiles from profile infornoati available on the Web. In
contrast, we focus here on re-constructing a usefilg from the fragments of
personal information exchange present in the uséted activity log. The way to
collect such an activity log is described in thetrsection.

3 Monitoring Web Activity for Data Exchange

These days, with Web 2.0 applications, informati®rconstantly being exchanged
between users and websites. However, mechanisnmototor these information
exchanges are not commonplace, or generally venjteld (i.e., browsers’ Web
history). It is indeed a difficult task currentlp tkeep track of what pieces of
information a user shared knowingly (i.e., throwljtect interaction with websites) or
unknowingly (e.g., through syndication and pusheblaslient applications, or as an
implicit side effect of explicit Web activity). Asentioned above, our goal is to
collect actual data on personal information excleamg the Web to experiment with.

1 http://www.projectliberty.org/liberty/about/
2 http://www.eclipse.org/higgins/




To get such fragments of personal information weehgeveloped a tool to monitor a
user’s personal activities on the Web. Technicallyakes the form of a Web proxy
system which, installed on the computer of the ,usgercepts and records any
communication occurring with the “external web”dbgh the HTTP protocol. The
corresponding logs are then encoded in an RDF forreying on purpose-built

“HTTP Ontology” (see Figure 1).
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Fig. 1. Overview of the Web activity monitoring sss.

We ran this programme on the computer of the seaaititbr of this paper for 2.5
months, which yielded 9GB of data correspondingnimre than 100 Million RDF
triples; representing over 3 Million HTTP requeatsl the corresponding responses.
To make sense and extract meaningful informatioh afuthese logs, the data is
automatically annotated, stored and manipulatedgusemantic technologies (RDF,
OWL). Taking advantage of ontological reasoningsipossible to classify this data
into different categories, e.g., agents, hostsyasty, websites, etc. As a result, we
have a structured version of this complex dataydadbe used for the profile re-
construction phase of our experiment. This rich amcof data also helped us to
analyse different aspects of a user’s online ami/and data exchange [10].

4 Re-constructing a User Profile from Heter ogeneous Fragments

This section describes the experiment we conducteest the hypothesis of a global
semantic user profile using a bottom-up approaam fthe data collected using the
method described above.

4.1 BasicMode

Web activity log data can be considered as thremlinked sets of data: the set of
hosts (website main URLS), the set of attributesjest parameters in URLs and



POST requests), and sets of values (values fromgbefor the request parameters).
Each triple<host, attribute, value>epresents a unique entry in our Web activity log.
There can be more than one instance of a hosiyu#rpair, which however can
uniquely be identified through the linked value (i triples are unique, see Figure 2).

Hosts (H) = {HI, H2, H3 .... Hn}
Attributes (A) = [Al, A2, A3 ..., An}

Values (V)= {V1, V2, V3 ... Vn} A1
H W
AZ

H1

- G |

H3

A3

Fig. 2. The Basic Model: data from the user semtasts using attribute-value pairs.

This relationship can be further explained with tredp of the following examples
from the log (Table 1).

Host Attribute Value

www.google.com| http://www.google.com/search#q yatsamdbox

www.google.com| http://www.google.com/search#q yatsmarchmonkey

www.google.com| http://www.google.com/search#q jmoess+identity

ees.elsevier.com| http://ees.elsevier.com/ijhc/updap| md’'quin-992
#username

ees.elsevier.com| http://ees.elsevier.com/ijhc/updap| m.daquin@open.ac.uk
#email

Table. 1. Web activity triples.

Here we can see that a hostwiv.google.comees.elsevier.coymreceives various
values through various attributes, (username email), with the same attribute
possibly being used multiple times, and the santeevpossibly being sent through
different attributes, and to different hosts.

Our experiment consists in re-constructing a pedidr the user from which the
activity log data originates. We use a simple repngation for this profile, made of
attribute-value pairs (e.gfirstName=Mathie). Of course, each attribute can be
associated with multiple values, and a value camdssl in multiple attributes. We
start with an empty profile, with no attribute defd.



In order to populate the profile with attributesdaralues for these attributes, we
introduce the notion of mapping from the profile ttee activity log. A mapping
defines a relationship between an attribute inptfedile and a set of attributes used in
the Web activity triples defined above. The existenf a mapping indicates, first that
the mapped profile attribute should be presenthi pirofile, and second, that any
value associated with the corresponding “databatte’ for a given host in the
activity log should be used to populate the profide the mapped profile attribute.
These mappings can be one-to-one or one-to-manmy fywfile attributes to data
attributes, as shown in Figure 3.

Profile Attribute [Data Attribute
Maps to

P1 A1 {A1.1)

P2 \\ -'/ AZ{A21, [AZ1 ]

F3 / \

Al {AIN [A LD

Fig. 3. Mapping profile attributes to (log) daté&rigutes.

For example, if we want to aggregate all the fragimef information about the
user’s login IDs for different websites as a pefilttribute calledisernamewe create
a mapping between thgsernameprofile attribute (which might or might not exist
before) and selected attribute(s) used by thes$ereift websites to collect usernames,
as shown in Figure 4.

http://stlab.istc.cnr.it/stlab/index mdaquin
.php#wpName
Profile p| http://www.neon- mathieu
Attribute:user name toolkit.org/bugzilla/#Bugzila_lo
gin
http://lwww.slideshare.net/m mdaquin
ain/user activv#loain

Fig. 4. Example of profile to data attributapping forusername

Here we can see that the profile attribusernamemaps onto three different data
attributes having two different valueadaquinandmathieu



4.2 Anlnteractive Interfaceto Create Profileto Web Activity Log M appings
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Fig. 5. Profile generation tool using mappings lestathe user profile attributes
(top-right corner) and Web activity log attribuigettom-left corner). The tool lists
all the relevant hosts in the top-left corner alst @rovides suggestions of mappings
based on already entered values in the bottom-cigyinter.

We have developed a tool to help the user to retooct a profile based on
fragments of personal information present in theb\detivity log, using the notion of
mappings described above. This tool (see screenshgigure 5) helps the user to
explore the activity log data in a convenient wangviding an ordered list of hosts, to
which information about data (attributes and valueseived is attached. The user
can then categorise each triple into one of thasegories:Unknown(no mapping
defined yet),Match (at least one mapping exist), alicelevant (to be discarded as
not relating to personal information. Usually teickh parameters used by websites
fall into this category). Initially, each triple {@aced in thdJnknowncategory, and
hosts are ranked according to the number of atgilalue pairs they have in the
UnknownandMatch category.

Categorizing an attribute-value pair in a given thas Match automatically
triggers a dialogue to create a new mapping. Tl oan then chose an existing
profile attribute to be part of the mapping, orateea new one by simply giving its



name. Once the mapping created, the tool will aatarally 1- create the profile
attribute if it does not exist, 2- populate thisfie attribute with any value attached
to the attribute of the selected Web activity loglé and 3- update the categorization
of dependent triples and the order of hosts.

Through this simple mechanism, it is possible fog tiser to re-create his own
profile, by simply selecting elements of the Wek\aty log and indicating to which
part of the profile they relate. In addition, as keep track of the created mappings, it
is always possible to explore the data furtherrtgpécting to which hosts a particular
value of the profile has been sent, and what dtifermation this particular host has
received.

Moreover, in order to make this process easietHeruser, the tool also generates
suggestions of mappings, by identifying in the Waativity log the attributes that
have received values already known in the profitethis way, as soon as, for
example, the e-mail address of the user has beppadaonce, the tool will list all the
other host-attribute pairs in the data which seematrrespond to the e-mail address,
as they have received the same value.

4.3 Resaults

We had 33,09&host, attribute, valuetriples as part of our initial Web activity log.
These triples were extracted from the 3 Millionuests mentioned in Section 3 by
discarding all irrelevant information, regardingr fexample the HTTP request
headers, requests without data exchange, as wallgisate requests. On an informal
tone, the user found the process of re-constru¢timgwn profile intuitive, involving
and informative. For example, it was found thatuab 50% of the hosts that had
received personal information were completely umkmdo the user (i.e., he never
explicitly visited them). A large proportion of timare Web marketing and traffic
analysis sites such asww.google-analytic.comwhich topped the list of the hosts
having received the largest volume of informatimmf the user.

As can be seen in the Figure 6, the generated@ericompasses a large variety
of aspects of the user’s personal information, irmdrom relatively insignificant
pieces of information (e.g., screen resolution)ntare critical data (e.g., username, e-
mail address, phone number). Indeed, within aivelst short time (2-3 hours) the
user managed to create 36 profile attributes mappéal 1,108 data attributes out of
the 33,098 triples in our log. This has been madsiee through the mapping
suggestion feature of the tool described in theviptes section. Of course, in a real
life environment, the time and effort necessarycteate these mapping should be
even further reduced; using sophisticated semiraatic mapping creation and
sharing mechanisms.

Despite a reasonably short adoption period, thepmgpprocess and profile re-
construction appeared straightforward to the useparticular, we could not find any
relevant piece of data in the Web activity log tbatild not fit in our basic model of
profile and mappings. However, it is obvious thas texperiment takes a number of
restrictive assumptions on the way user profiles represented and managed. This
experiment also helped us identifying in which waych assumptions would be



challenged in a realistic profile management systand therefore, what are
research issues to be tackled towards the depldymfiench a system.
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5 Discussion

The results from our experiment are encouragingMaait concerns the possibility of
applying profile management systems in an open @fetlironment. Indeed, we can
see from the previous section that, even with atiradly simple model of profiles and
mappings, building a global view on the user’s pead information, as exchanged
with various websites, is feasible in reasonableeti and without major

inconsistencies appearing.

However, a major goal of this experiment wasodb better understand the issues
that profile management systems would face in Bst&aWeb environment. Indeed,
our model relies on simplistic assumptions conecernithe way profiles are
represented and managed. In the course of runhimgexperiment, we identified a
number of high-level issues where these assumptppeared too restrictive. We
discuss here these research issues and challenges.



5.1 Profile Representation

In this paper, we have used a very simple reprasentfor a user profile: attribute-
value pairs. While this appears very basic and pimsticated compared to some
models of user profiles, our experiment indicatest & large portion of Web users’
personal data can be represented using this simpkgel. However, there are a
number of cases where a less straightforward medeld be more satisfactory.

The most obvious of these cases are the ones vdubrgructures need to be
represented in the profile, i.e., where attributhsuld be attached to other objects
than the user. For example, elements concerning gournal articles that the user
has reviewed appear in the data. In such casesrewte an attributbasReviewed
and populate it, e.g., with the identifier of theppr in the target system. However, the
data also includes additional information about dhicle itself, such as its title and
authors. Such information cannot obviously be attdcto the user, but should be
represented, for example, through triples of themfo<Mathieu, hasReviewed,
paperX> <paperX, hasTitle, “Great Paper on Cool Things'=<paperX, hasAuthor,
“Don T. Exist”>. Even more, in this example, a ternary relatioruldddoe necessary
to fully represent this piece of information andcede the fact thaMathieu has
reviewed paper X with score Y

While a model able to cope with such informationuldonot be difficult to create
using modern semantic technologies, the main ibene comes from the mappings
with the requests from external websites. Indesdy@ use a bottom-up approach to
re-construct a profile from the mappings with reddta, a semantic profile
management system would need mappings to fulfformation requests from
websites, and answer them using data from theprséite. Our simple profile model
is very easy to map to the currently simple modg@arameters used to exchange data
in HTTP. However, making the representation of phefile more sophisticated will
inevitably lead to an increase in the complexitytltd mappings, making it more
difficult to create them and to maintain them.

At a higher level, other representational issuegehamerged from running our
experiment. In particular, it appears that somesiteb have obtained different values
from the same attributes over time. In many caes,does not mean that the profile
of the user should contain several values, buttti®twvalue changed, and so that the
underlying implicit profile evolved. Representintgist dynamicity of the user profile
(i.e., having temporal profile) is critical in agfile management system, as some
websites might refer to previous “versions” of affle, or request information about
the history of a given value (i.e., the user adslresn the last 5 years).

Another high level issue concerns the inherent @rypof a profile as being
“multi-faceted”. Indeed, it appears clearly thag teason why the-mail attribute has
multiple values is that these values relate to rs¢veub-identities” of the user (e.g.,
personal vs. professional). The goal of a profilanagement system is to avoid
fragmentation with the use of a global user profilés however important for such a
system to acknowledge this multiplicity, by somehavaking this global profile
“context dependent”.
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5.2 Enriching the User Profilewith Multiple Information Sources

Above, it is assumed that only two sources of imfation contribute to the user
profile: the user himself, and the correspondingsites through mappings. However,
there exist a number of additional resources tbatdcbe used to enrich the profile
with additional information and, as a consequerfzap in making it easier to
manage.

First, the user might want to be given better gukisés to edit the profile himself,
modifying values and structuring the informatioraimvay that fits his own model and
view on his personal data. While this is not fundatally a difficult problem, the
issue is, like in the case of structured represiemis above, in the mappings. Indeed,
websites might have requested the edited informdigfore and so, mappings might
exist between the data in its current form andwhg these external websites would
consume it. Maintaining the consistency of theseppnays by automatically
propagating the applied changes in this contexessmts a challenge.

Second, information about the user profile mightatready openly available on
the Web for the system to collect and use. Somerrimdtion might be exposed
through social networking websites, or other peasomebsites of the user. One
interesting perspective here is to consider howhthe current availability of some
pieces of personal data can be used as a baséidirty on granting access to it to
some particular websites. In addition, informatisnnot only available about the
profile itself, but also about elements of the pesf and about the potentially
requesting websites. It would be easy to realizEngs a data source such as
geonames.ordor example, that the city the user lives in (MiiitKeynes) is part of
the country UK. Many other connections of the sontld be realized concerning the
user’s employer, address, relations, etc. relyingh® many sources of information
available as linked data. These connections woyldear crucial in a profile
management system willing to help the user in ustdeding the possible
consequences of disclosing a particular piece imédion to a given website, showing
him what inferences this website could draw frorahsinformation, considering the
data it is expected to have access to already.

6 Conclusionsand Future Work

In this paper we have presented our findings fronexperiment on re-constructing a
user profile from the fragments of data he senvddous websites as part of his
normal Web activity. The goal of this experimentswa consider the feasibility and

applicability of a “user-centric” profile managentesystem relying on a global user
profile aggregating all of such fragments. We depell several tools to realize this
task and conducted the experiment on the basisefdata collected during a period
of 2.5 months. From this data, we managed to rateravhat would be the implicit

global user profile for this user, showing howautd be mapped to the way websites
currently request this data. While this shows tbéeptial of the considered profile

management systems, it also helped us identifyigiy-level research issues that such
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systems should face as this approach has alreay umed in [11] to help the user
with trust and privacy issues during online datehexge.

Further steps in this research include considetiegfunctional aspects of a user-
centric profile management system for the Web,giaisimulated environment where
interactions with websites could be replayed “dstlifey were mediated by this
system, thus giving us an insight on the necegsarnpcols to be put in place.
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